
INSTRUMENT OF CONTROL: A LEGAL DECONSTRUCTION OF THE ONLINE SAFETY ACT. 
A legal and moral takedown of the UK's Online Safety Act, exposing it as a tool of censorship 
masquerading as ‘child protection’. 

I. Foundations of Digital Freedom in the United Kingdom 

A. Magna Carta to Modernity: The UK's Tradition of Civil Liberty 

The United Kingdom, for all its colonial violence and imperial blunders, has long publicly claimed to be a 
bastion of liberty – a self-mythology founded on historic constitutional markers such as the Magna Carta 
of 1215, the Bill of Rights of 1689, and the establishment of parliamentary sovereignty. These documents, 
however distant in time, are repeatedly invoked by politicians and jurists alike when discussing the lineage 
of rights in British society. And indeed, they serve as early expressions of a central legal idea: that power, 
especially state power, must be constrained by law and principle. 

It is not by accident that the Magna Carta, in its now-mythologised form, declared that: 

"To no one will we sell, to no one deny or delay right or justice." 

Though medieval and contextually elitist, this phrase has endured as a touchstone of legal principle: a 
declaration that even sovereign power must operate within boundaries, and that rights – even if initially 
held by nobles – could not be arbitrarily trampled by royal decree. 

Fast forward several centuries, and the British constitutional structure remains uncodified, built not on a 
single document, but a complex tapestry of statutes, case law, conventions, and international treaties. But 
at its core lies a central tenet: the individual's relationship to the state must be governed by fairness, 
due process, and, above all, liberty. 

This foundational ideology of liberty, supposedly woven into the very soul of British legal culture, stands 
in jarring contradiction with the modern regime of digital surveillance and content control inaugurated by 
the Online Safety Act 2023. In an act of near-historic irony, the same political establishment that proclaims 
allegiance to liberty and freedom of expression has now, through a deceptively worded piece of legislation, 
erected a digital scaffold upon which the rights of every UK citizen may be silently executed. 

Where previous British law limited the state's reach into private life, the Online Safety Act expands it – not 
only into the public realm but into the internal, intimate architecture of thought, expression, and 
digital movement. The UK has legislated, in essence, a model in which citizens must pre-qualify 
themselves for access to information, speech, and digital association – by verifying their identity, by 
submitting biometric or identification data, by submitting to state-defined definitions of “harm” and 
“safety.” 

B. The Right to Privacy and the Body 

Habeas Corpus, translated as “you shall have the body,” is more than just a procedural safeguard against 
unlawful detention. It represents the oldest and most explicit British legal articulation of bodily 



sovereignty – the principle that the state cannot seize, search, or restrict the body without just cause 
and due process. It is here that the modern right to digital privacy finds its philosophical ancestor. 

In the digital age, the body is data. Identity is not just material; it is informational. Biometric scans, facial 
verification, passport data, behavioural profiling, location tracking, device fingerprinting – these are the 
new manifestations of “the body” in a networked society. The Online Safety Act violates this bodily 
autonomy by normalising mass submission of identity documents to unaccountable third-party platforms 
for the right to access legal content. 

This regime violates not only privacy in the abstract but the right to bodily non-surveillance, a concept 
only recently gaining legal traction. As the legislation moves to enforce age verification systems through 
identity checks and biometric proxies, it directly undermines centuries of jurisprudence limiting the extent 
to which the state may compel individuals to surrender personal or bodily data without individualized 
suspicion. 

"The privacy of correspondence, of association, of thought and search, is not preserved by 
merely locking a front door. In the digital age, the door is the browser, and the lock is 
encryption."​
 – Lord Neuberger, re: R (on the application of Catt) v Commissioner of Police of the 
Metropolis [2015] 

This logic was accepted even before the explosion of surveillance capitalism. The Online Safety Act not 
only ignores this – it obliterates it. In a grotesque inversion of due process, users are now treated as 
inherently suspect and must prove themselves "safe" to the state before being granted access to basic 
rights of participation in public discourse. This reverses the burden of justification from the government to 
the individual – a move that should horrify any constitutionalist. 

C. Article 8 and Article 10 ECHR: The European Framework for Free Expression 

The Human Rights Act 1998 incorporates the European Convention on Human Rights into UK law, 
making Article 8 (Right to Privacy) and Article 10 (Right to Freedom of Expression) central to any 
discussion of digital regulation. The British government loves to claim that the Online Safety Act is 
“proportionate” and “compatible” with these rights – yet such claims collapse under scrutiny. 

Article 8 protects the right to respect for one’s “private and family life, home and correspondence.” This 
includes online behaviour, digital searches, and internet usage – all of which are now monitored, 
restricted, or conditioned under the Act. Age verification systems, identity checks, and algorithmic 
profiling constitute an invasive regime that strikes at the heart of informational privacy. 

Article 10 affirms: 

"Everyone has the right to freedom of expression. This right shall include freedom to hold 
opinions and to receive and impart information and ideas without interference by public 
authority..." 



The key word here is receive. The British state has now arrogated to itself – or to Ofcom acting in its stead 
– the power to filter, label, flag, and in many cases, prevent individuals from receiving content that is legal 
but “harmful.” The line between censorship and “content moderation” has been obliterated. 

And though the ECHR allows restrictions for “national security” or the “protection of health and morals,” 
these must pass the test of necessity and be prescribed by law in ways that are “clear, foreseeable, and 
accessible.” The Online Safety Act fails this test by using undefined, manipulable language such as 
“harmful to children,” “primary priority content,” and “risk of significant harm.” 

The European Court of Human Rights has struck down vagueness in digital censorship before. In Delfi AS 
v. Estonia (2015), the Court affirmed that liability for online content must be clear and limited. The Act, 
by contrast, extends indefinite liability both to platforms and – indirectly – to users, while allowing 
regulators to interpret “harm” as political convenience dictates. 

D. Legal and Philosophical Foundations of Expression Online 

The internet is not a novelty. It is the central arena of modern public discourse. It is where elections are 
contested, revolutions are sparked, identities are forged, and truth is debated. Any law that curtails speech 
online curtails speech itself – not some secondary or optional form of discourse, but its primary modern 
incarnation. 

British law has increasingly recognised the internet as an extension of the public square. In Director of 
Public Prosecutions v Chambers (2012) – the “Twitter Joke Trial” – the court held that even informal or 
joking expression online was entitled to protection, and that prosecuting offensive jokes posed a 
disproportionate threat to freedom of expression. 

This position is obliterated by the Online Safety Act, which allows platforms to proactively detect, flag, 
and remove legal content that may “cause harm,” especially to children – without requiring any statutory 
proof of causality, malicious intent, or actual damage. 

"Freedom of expression is not a nicety. It is the lifeblood of democracy – the means by which 
truth is obtained and society is held accountable."​
 – Baroness Hale, re: R v. Secretary of State for the Home Department [2004] 

The UK government insists that adult users are “empowered” to control their experience – but it is Ofcom 
that defines what counts as risky content, not the user. The tools provided are neither neutral nor opt-in in 
the practical sense – they’re configured and enforced in ways that pressure platforms to suppress 
borderline or uncomfortable speech preemptively. 

In short, the internet has not been made safer – it has been made less free. Platforms will inevitably err on 
the side of over-censorship, because the price for under-censoring is state retaliation. 

II. The Online Safety Act as Legislative Fraud 

A. Weaponising Child Safety: The Trojan Horse of Online Censorship 



One of the oldest tricks in the book – in every authoritarian, religious, or technocratic regime – is the 
invocation of child protection to justify mass surveillance, censorship, and civil liberty violations. The 
United Kingdom’s Online Safety Act 2023 is no different. It constructs an emotional shield around its 
most draconian features by continually invoking the protection of “children” – not with evidence, not with 
nuance, but with moral panic. 

The Act’s language drips with paternalistic benevolence: platforms must protect children from “harm,” 
from “inappropriate content,” from “dangerous ideas.” And yet, nowhere in the Act is there a rigorous 
empirical definition of what constitutes actual harm – or more importantly, evidence that the proposed 
interventions are effective at reducing it. 

“Protecting children is at the heart of the Online Safety Act. Although some content is not 
illegal, it could be harmful or age-inappropriate for children and platforms need to protect 
children from it.”​
 – UK Government Online Safety Act Explainer, 2025 

But this language masks something far darker. By framing the entire infrastructure of online surveillance 
around children’s safety, the Act casts all digital activity – whether by adults or minors – as something 
that must pass through a state-sanctioned moral filter. And once such a framework is in place, its 
application does not stop at children. 

There is a chilling precedent in every society that has weaponised child protection: authoritarian regimes 
in Russia, China, Iran, and Saudi Arabia routinely invoke “child morality” as the basis for online 
restrictions. In these regimes, women’s rights, LGBTQ+ speech, political activism, and foreign media are 
all blocked under the justification that they could corrupt or endanger youth. 

By refusing to narrowly define what “harmful to children” means, the Act creates a dangerous vacuum in 
which almost any form of dissent, criticism, or non-conforming speech can be algorithmically 
labelled, flagged, and removed – even if it is completely legal. 

Here’s two comparisons: 

Russia’s “Gay Propaganda” Law (2013-present): 

The Russian Federation’s infamous law banning "propaganda of non-traditional sexual relations" 
to minors is one of the clearest contemporary examples of state‑led moral control masquerading 
as child protection. Initially passed in 2013 and expanded in 2022 to cover all public 
communications – regardless of age – the law claims to safeguard children from “harmful” ideas. 
In practice, however, it has enabled: 

-​ sweeping criminalisation of LGBTQ+ speech and expression, 
-​ suppression of educational content, 
-​ dismantling of civil society groups and 
-​ mass online censorship.​

 



The law is vague, punitive, and enforced arbitrarily. European courts have condemned it as 
incompatible with the European Convention on Human Rights (Articles 8 and 10) due to its lack 
of legal clarity and disproportionate impact on minority expression. 

Now consider the UK’s Online Safety Act. It deploys eerily similar mechanisms: 

-​ invokes protection of minors to justify content regulation at a national scale, 
-​ relies on broad and undefined standards of "harm", 
-​ hands enforcement to a regulator (Ofcom) with quasi‑judicial powers, and 
-​ pressures platforms to over‑comply or face financial destruction. 

In both cases, the strategy is the same: invoke moral panic, avoid legal specificity, and delegate 
enforcement to private entities or regulators who suppress “wrongthink” under the guise of 
“safety.” What Russia does by criminal law, the UK does through algorithmic enforcement – but 
the end result is nearly identical: silencing dissent, isolating minorities, and eroding speech. 

Cite: Strasbourg Observers, Klimova and Others v. Russia 

China’s Youth Protection Online Regulations (2024): 

China’s 2024 Cyberspace Administration reforms formalised an already intense system of digital 
control. The Regulations on the Protection of Minors in Cyberspace impose: 

-​ mandatory identity verification for all users, 
-​ curfews and screen‑time limits for children, 
-​ keyword bans and algorithmic filtering of politically “sensitive” topics, 
-​ real‑name requirements for all public communications, 
-​ content restrictions that apply to foreign companies as well. 

These measures are not framed as repression – they are couched in the exact same Orwellian 
euphemism as the UK’s Act: “protecting children,” “creating a safer cyberspace,” and “guiding 
healthy development.” 

But again, this is a moral Trojan Horse. The moment such controls exist, they are expanded and 
misapplied. In China, youth controls became a mechanism for surveillance creep, used to 
monitor political dissent, suppress coverage of protests (e.g., Hong Kong), and control social 
behaviour. 

Now look at the UK: 

-​ The Online Safety Act uses children’s access as a catch‑all excuse to apply biometric ID 
systems to everyone – children and adults alike. 

-​ The phrase “likely to be accessed by children” is just as slippery as China’s vague “for the 
benefit of minors” clause. 

https://strasbourgobservers.com/2025/05/30/the-russian-anti-gay-propaganda-law-going-online-klimova-and-others-v-russia-as-a-mixed-picture/


-​ The UK now requires pornographic and certain music platforms to verify identity, 
even when content is not illegal – a disturbing analogue to China’s broad adult content 
controls. 

​ ​ Cite: Bird & Bird, China Strengthens the Protection of Minors in Cyberspace 

While the UK does not (yet) criminalise LGBTQ+ content or ban political expression directly, the 
structure of censorship it has built is functionally identical to that of authoritarian states. Instead of 
openly banning content, it: 

-​ coerces platforms through enormous fines, 
-​ outsources judgment to black-box algorithms, and 
-​ exploits the moral panic of “protecting children” to shut down everything from pornography to 

political dissent. 

This is not democratic legislation. It is authoritarian infrastructure waiting for a trigger. 

B. From Child Safety to Mass Surveillance: The Slippery Scope of the Act 

What begins as a mission to keep children from accessing pornography rapidly expands into a mandate 
for total identification of all users – regardless of age, content, or behaviour. Under the Act’s provisions, 
platforms that may be “likely to be accessed by children” must enforce robust age verification. But in 
practice, this means every platform with public content is subject to enforcement. 

This is a critical point. The government's framing gives the illusion that the Act is narrowly targeted – that 
it only affects a few sites or a few kinds of content. That is a lie. By exploiting the “likely to be accessed” 
clause, the government grants Ofcom wide discretion to classify virtually any service as subject to 
regulation. YouTube? In. Spotify? In. News websites with comment sections? In. File-sharing services? 
In. Even encrypted platforms like Signal or Telegram could eventually be brought under scope due to their 
public channel functionality. 

The Act states that: 

“In-scope service providers had until 16 April [2025] to carry out a children’s access 
assessment, to determine if their service is likely to be accessed by children.” 

But this standard is incoherent. Any major website can be “accessed by children.” The clause is not legal 
specificity – it is legislative fog. It turns risk assessment into a form of legal coercion, forcing companies 
to over-comply lest they be fined or blacklisted. 

-​ Ofcom’s enforcement guidance and regulatory roadmap clarify that any platform likely “accessed 
by children” – from forums and file‑sharing to messaging and dating apps – falls in scope, 
triggering duty and penalty exposure up to £18m or 10% of revenue  

-​ Recent Ofcom investigations into providers that failed to complete risk‑assessments or comply 
with children protection codes highlight enforcement uses of broad “in‑scope” interpretation  

https://www.twobirds.com/en/insights/2024/china/china-strengthens-the-protection-of-minors-in-cyberspace


C. Regulatory Extortion: Platform Responsibility Without Accountability 

Under the Act, platforms bear full legal responsibility for the expression of their users. Yet these 
same platforms are offered no legal clarity on what constitutes unacceptable content – they are expected to 
“assess risk,” “manage exposure,” and “reduce harm” based on guidelines that shift with political winds. 

This is not safety regulation. This is regulatory extortion. Platforms are put in the impossible position of 
having to interpret morality at gunpoint. The financial threat is explicit: 

“Companies can be fined up to £18 million or 10 percent of their qualifying worldwide 
revenue, whichever is greater.” 

This is a form of structural blackmail. It ensures that even large global platforms – with access to legal 
teams and engineers – will err on the side of maximum censorship. And smaller platforms? They will 
self-delete entire features to avoid liability. Comment sections will disappear. Independent forums will 
vanish. Niche services will shut down. And new services won’t be built at all. 

This is not hypothetical – it has already occurred in other countries. The German NetzDG law, which 
served as a model for some aspects of the UK regime, led to widespread pre-emptive censorship on 
Facebook and Twitter, including removal of satirical content and historical discussion flagged by 
keyword-detection. 

-​ Independent reporting and technology forums note entire forums, comment sections, and 
speech-critical communities have been deliberately shut down or suspended to avoid any 
potential liability for “legal but harmful” content (UserMag) 

-​ The Guardian and other outlets confirm platforms such as Reddit and X have begun age‑gating 
political forums and adult‑oriented comment threads–even where content is lawful–triggering 
suppression of legitimate discourse (The Sun) 

D. Misleading Language and Statutory Dishonesty 

The British government has sold the Online Safety Act to the public through a deliberate campaign of 
euphemism, obfuscation, and double-speak. Terms like “empowerment,” “protection,” and “transparency” 
litter the explanatory material. But these terms collapse under even minimal scrutiny. 

“Adults will have more control over the content they see.”​
 – UK Online Safety Act Explainer, 2025 

This statement is fundamentally dishonest. Adults are not given more control – they are given curated 
control, selected from a menu of state-approved filters. Furthermore, these tools are optional in form but 
coercive in function. Platforms that fail to promote these tools “at first opportunity” face regulatory 
penalty, meaning the tools are de facto mandatory. 

Similarly, the use of “transparency” is fraudulent. Platforms must publish transparency reports – but these 
are heavily censored themselves, subject to Ofcom guidelines and not available in real-time. No 

https://www.usermag.co/p/the-uks-censorship-catastrophe-is
https://www.thesun.co.uk/tech/35994980/ofcom-child-safety-rules-adult-content-block-id-age/


obligation exists to inform users when their content has been algorithmically demoted, suppressed, 
or quarantined. 

In every meaningful way, this regime is opaque, not transparent. 

-​ Ofcom’s Protection of Children Codes of Practice (laid April 24, 2025) demand “highly 
effective” age assurance for Part 3 services, including facial age estimation, ID checks, 
credit‑based verification, and data linkage–under penalty threat (Incode) 

-​ The UK government’s explainer confirms that from July 25, 2025, over 6,000 adult websites 
(including Reddit and Discord) must implement these robust methods, and non‑compliance may 
result in site blocking or heavy fines (The Week) 

-​ Privacy‑rights groups like EFF highlight that platforms including Spotify now mandate 
government‑issued ID or facial scans via third‐party vendors like Yoti–raising substantial privacy 
risks (EFF) 

E. Conclusion: The UK's Regulatory Coup Disguised as Child Protection 

The Online Safety Act is not a protection law – it is a speech control system draped in the cloak of 
virtue. It redefines freedom not as a right, but a privilege granted after compliance with surveillance. It 
infantilises adults, deputises corporations as thought-police, and turns "child safety" into an all-access 
pass for authoritarian creep. 

It is, in essence, a bureaucratic coup against expression – a restructuring of the internet not for safety, 
but for control. And until the legal, civil, and academic institutions of this country begin to recognise this 
Act for what it truly is, the British public will sleepwalk into a regime of total digital dependency – one 
where privacy is optional, dissent is filtered, and speech is algorithmically sedated. 

III. Age Verification and the Biometric Panopticon 

A. The Myth of Protecting Children 

At the heart of the Online Safety Act’s justification lies a seductive yet fundamentally flawed premise: 
that the most effective way to protect children online is to surveil everyone. Section 81 of the Act 
demands age assurance systems be applied to any service “likely to be accessed by children” – a vague 
phrase that permits elastic interpretation by Ofcom and the State. In theory, this creates barriers against 
access to explicit content by minors; in practice, it gives birth to a regulatory regime that forces all UK 
users to surrender their identity and bodily autonomy to access lawful digital content. 

The Government's own explainer proudly outlines the use of “robust age checks” and “age-appropriate 
experiences.” But the moment enforcement begins, these phrases manifest as biometric facial scans, 
passport uploads, and third-party age estimation through private contractors such as Yoti or inCode. 
These are not fringe technologies – they are now compulsory for vast swathes of the internet. 

“Platforms that publish their own pornographic content (known as Part 5 services) must 
take steps immediately to introduce robust age checks that meet Ofcom’s guidance.”​
 – UK Government Online Safety Act Explainer, 24 April 2025 

https://incode.com/blog/age-assurance-for-uk-online-safety-act-compliance/
https://theweek.com/tech/the-uks-new-online-age-verification-rules
https://www.eff.org/deeplinks/2025/08/no-uks-online-safety-act-doesnt-make-children-safer-online


-​ See Ofcom’s Age Assurance and Children’s Access Statement (16 January 2025) requiring “facial 
age estimation or document verification” for Part 5 services, and BiometricUpdate’s March 2025 
report on facial scanning mandates. (The Sun), (Ofcom) 

B. The Rise of State-Enforced Doxing 

This policy introduces what can only be described as state-mandated exposure. British citizens – 
including adults – are now asked to upload personal government ID documents or biometric data to access 
lawful content, including: 

-​ adult websites, 
-​ content labeled "mature" by platforms, 
-​ and increasingly, even certain genres of music or art deemed potentially harmful. 

The idea that privacy can coexist with mandatory ID uploads is intellectually dishonest. The so-called 
“privacy-preserving” measures promised by Ofcom involve trusting opaque, private-sector vendors with 
extraordinarily sensitive data. Unlike GDPR-regulated processing, this is not voluntary, nor is it 
consent-based – it is coerced compliance. 

“In order to comply with section 81 of the Online Safety Act, Part 5 services must deploy 
high-confidence age assurance solutions including facial age estimation or document 
verification.”​
 – Ofcom Age Assurance Guidance, January 2025 

The parallels to digital authoritarian regimes could not be more apparent. In China, minors are required to 
use facial recognition to access games and educational platforms. In Russia, biometric login systems are 
becoming standard for public computer access. The UK has imported the technological scaffolding of a 
digital surveillance state under the cover of safeguarding minors. 

-​ Russia’s 2022‑23 law requiring biometric (facial/voice) data for millions across banks and 
agencies without consent (HRW), and China’s comprehensive facial recognition 
regulations (CAC 2025) enforcing surveillance in public cyberspace. (Human Rights 
Watch), (Baker McKenzie InsightPlus), (Hunton Andrews Kurth) 

C. Scope Creep and the Criminalisation of Anonymity 

The Online Safety Act does not stop at pornography or “Primary Priority Content.” The concept of age 
verification is metastasising. Platforms that host music, podcasts, or even online forums have been 
flagged for future enforcement. The result is an environment in which access to normal, lawful 
information is increasingly limited to those who submit themselves to state-adjacent identity 
verification. 

In effect, anonymous browsing is being outlawed. The criminalisation is not direct – but it is enforced 
via infrastructure: sites that refuse to implement ID checks are fined into compliance or de-platformed. 
Payment processors and ISPs are compelled to sever ties. VPNs are in the government’s crosshairs, 
making circumvention itself a potential crime. 

https://www.thesun.co.uk/tech/35994980/ofcom-child-safety-rules-adult-content-block-id-age
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-1-10-weeks/statement-age-assurance-and-childrens-access/statement-age-assurance-and-childrens-access.pdf?v=397036
https://www.hrw.org/news/2022/07/23/russian-governments-advance-biometric-data
https://www.hrw.org/news/2022/07/23/russian-governments-advance-biometric-data
https://insightplus.bakermckenzie.com/bm/data-technology/china-new-rules-issued-to-further-regulate-application-of-face-recognition-technology-in-china
https://www.hunton.com/privacy-and-information-security-law/regulation-online-protection-minors-published-comment-china


“The strongest protections in the Act have been designed for children… Providers must 
specify what measures are being used to enforce this age limit and enforce this consistently.”​
 – Online Safety Act Explainer, UK Gov 

What this really means is compulsory traceability. The British government now demands the right to 
know who you are, where you are, and what you consume online. It is not hyperbole to describe this as a 
digital panopticon. 

-​ Ofcom discourages VPN use for bypassing age checks; Labour MP Sarah Champion has publicly 
raised concerns about VPN circumvention. No current ban exists but legislation is under 
discussion.  

D. Technical Insecurity and Psychological Fallout 

Even if one accepts the government’s stated goal – protecting children – the implementation is 
catastrophically flawed. Teenagers routinely bypass age checks using VPNs, DPMs (Decentralised 
Privacy Mechanisms), or simple browser tricks. This is not speculative; it’s proven repeatedly across 
platforms. By contrast, adults face friction, denial of service, or surveillance – the exact inverse of what 
child-protection legislation should achieve. 

Moreover, there is little to no public discourse about the mental toll of this system. The intrusive 
nature of age verification technologies causes widespread chilling effects, where users self-censor, avoid 
researching taboo topics (e.g., sexual health), or fear being permanently tracked. The very act of viewing 
“controversial” material is implicitly recast as suspicious, as if seeking knowledge is itself criminal. 

“It is entirely foreseeable that users will be reluctant to access legitimate, educational or 
politically relevant material for fear of biometric tracking or reputational consequences.”​
 – Liberty UK, April 2025 Commentary on the Act 

-​ Liberty UK warned that normalising age assurance will end the anonymity of online life (Liberty 
briefing April 2022); Index on Censorship and Open Rights Group warned that vague 
enforcement powers may lead to mass censorship especially of Palestine‑related speech. (Liberty) 

E. The Biometric Arms Race and Global Implications 

Britain’s system, once implemented, will not stay confined to national borders. Global platforms – 
Reddit, Discord, Spotify, Tumblr – are already complying by applying British standards globally. Some 
have shut down comment sections entirely to avoid liability under UK law. The result is a global spillover 
of UK authoritarianism, where one nation’s misguided laws affect global architecture. 

Already, other Western governments are watching closely. Australia and Canada are reviewing similar 
age-assurance mandates. The EU is under pressure from child protection lobbies to mirror the UK’s legal 
structure. In this way, Britain has positioned itself as a pilot case for global online identity 
enforcement. The world should be terrified. 

-​ Wired reports that platforms such as Reddit, X, and Pornhub are implementing 
UK-standard ID/selfie checks globally to comply; European Commission is already 

https://www.libertyhumanrights.org.uk/wp-content/uploads/2022/04/Libertys-second-reading-briefing-on-the-Online-Safety-Bill-for-the-House-of-Commons-April-2022.pdf


planning EU-wide age‑verification for adult content, indicating export of the UK model. 
(WIRED) 

IV. Delegated Censorship and Platform Liability 

A. The Rise of State-Mandated Moderation by Proxy 

In a democratic system that prides itself on the rule of law and institutional transparency, the notion that 
private companies are being deputised as censorship enforcers should spark national outrage. The Online 
Safety Act, under the guise of “protective legislation,” has carved out an enforcement model in which the 
UK state no longer acts as the direct censor–it instead outsources suppression to online platforms, in a 
model that is both insidious and deeply undemocratic. Under this regime, platforms are no longer merely 
service providers; they are expected to proactively identify, suppress, and erase content that the 
government deems unlawful or “harmful”–a designation that is not clearly defined in statute, but 
interpreted through Ofcom’s sprawling codes and secondary guidance. This introduces a disturbing legal 
paradox: vague language coupled with draconian obligations, enforced by companies who have every 
incentive to overcorrect, restrict, and silence, not because the law compels them in a traditional sense, but 
because the penalty for non-compliance is potentially ruinous. 

The practical result is the privatisation of censorship, where platforms like YouTube, X (formerly 
Twitter), Reddit, TikTok, and Discord are effectively strongarmed into algorithmically demoting or 
entirely banning users and posts that may violate vaguely defined "legal but harmful" thresholds. The 
Communications Offences section of the Act, combined with the Children’s Safety obligations, create an 
environment where over-compliance becomes the rational business decision. It is cheaper to remove 
borderline or controversial speech than risk millions in fines. A user who shares a contentious video about 
Palestine, or a critical post about immigration enforcement, may not be in violation of UK criminal 
law–but under the Online Safety Act, the platform must evaluate whether that speech could be 
“psychologically harmful to children” or “encourage emotionally destabilising views.” These absurdly 
broad categories are ripe for political abuse. 

The most extreme implication of this delegated censorship model is that it operates outside of traditional 
judicial review. When a post is removed or a user is banned by a platform, citing obligations under the 
Act, there is no direct state action to challenge. The government can simply wash its hands of the 
process, claiming that moderation decisions are “internal company policy,” while in reality those policies 
are being shaped through coercion, threats of prosecution, and Orwellian enforcement schemes. It is 
regulation by plausible deniability: the state forces private actors to act in its name, while denying that it 
had any hand in suppressing expression. This model replicates similar frameworks used by authoritarian 
states–such as India under the BJP, which has implemented intermediary liability rules that punish 
platforms for failing to remove “anti-national” content. Likewise, China’s Cyberspace Administration 
uses a mixture of vague rules and direct party supervision to induce self-censorship among tech 
companies. The UK is no longer far removed from these systems. 

B. “Legal But Harmful” and the Erosion of Due Process 

https://www.wired.com/story/the-age-checked-internet-has-arrived/


One of the most indefensible features of the Act lies in its categorisation of “legal but harmful” 
content, particularly in the obligations placed upon Category 1 services. These include online services 
with large user-to-user engagement–essentially all major social platforms. The idea that legal 
expression–that is, speech not found criminal under UK law–should be subjected to suppression simply 
because it is subjectively perceived as distressing, upsetting, or “socially corrosive,” is a monumental 
affront to the principles of due process and democratic expression. It amounts to a soft censorship regime 
enforced through ambiguity, where emotional discomfort, rather than legal wrongdoing, becomes the 
metric by which platforms are punished for user activity. 

The insidious effect of this is that public debate becomes sanitised by risk-aversion, rather than 
principle. Topics like gender identity, migration policy, geopolitical violence, or even government 
corruption become landmines for platform administrators. The mere risk that a post may trigger Ofcom 
scrutiny causes platforms to preemptively silence speech, particularly if it is contrarian or inflammatory. 
This has already manifested in automated comment disabling across British news outlets covering Gaza, 
as well as in platform overcorrection–removing posts critical of UK foreign policy while allowing state 
narratives to remain untouched. There is no level playing field, because the legal asymmetry punishes 
dissent and rewards institutional compliance. 

What makes this even more dystopian is the fact that users have no route for direct appeal under the Act. 
Ofcom’s framework does not provide individual users any mechanism to challenge the enforcement 
actions that result from delegated censorship. While platforms may be held accountable for 
non-compliance, users are stripped of any recourse when they are unjustly censored. In this ecosystem, 
rights exist only insofar as platforms are willing to acknowledge them. When platforms act to censor 
users out of fear of regulatory backlash, those actions–though plainly coerced–are insulated from scrutiny 
by being classified as “private enforcement.” 

C. Platform Liability and the Economics of Silence 

By placing companies in legal jeopardy for user-generated content, the Act creates a perverse incentive 
structure that transforms platforms from neutral hosts into moral gatekeepers. The threat of £18 million 
fines or 10% of global revenue is not just a regulatory deterrent–it is a corporate death sentence for 
many providers. This makes it rational, even necessary, for companies to suppress legal content just to 
hedge against risk. Platforms are now being forced to engage in preemptive censorship, develop elaborate 
flagging systems, and implement opaque moderation algorithms–all while maintaining legal cover for 
decisions that affect millions of users daily. 

The reality is that small platforms–those deemed “in-scope services”–are hit hardest. These are often the 
most innovative, niche, or politically unaligned spaces on the internet. Yet, under the Act, they must 
develop moderation systems on par with global tech giants, or face prohibitive legal liability. 
According to Ofcom's own policy briefings, the enforcement strategy includes dedicated monitoring units 
for “small but risky” platforms. The idea that a forum with 5,000 UK users should be legally compelled to 
moderate like Facebook is not only technically absurd–it is a deliberate strategy to purge independent 
spaces from the British internet entirely. 



D. International Chilling Effects and UK Speech as Exportable Control 

The UK government's global posture also reveals the imperial arrogance behind the Online Safety Act. 
Not only does the law apply to non-UK services that are “accessible” in the UK, it also imposes 
obligations on foreign companies whose platforms may “pose material risk to UK users.” In practice, this 
extraterritoriality means that a provider based in the U.S., Japan, or Estonia can be pressured into 
complying with Ofcom codes or face ISP-level blocking in the UK. This is not theoretical–it’s already 
being deployed. Several platforms have chosen to comply with UK content restrictions globally, applying 
UK-age gates, content filters, or moderation policies across all their user base to avoid regional 
segmentation. As Wired reported in early 2025, Reddit and Pornhub began implementing UK-style 
document and ID scanning requirements globally, citing “compliance simplicity.” 

This means that UK speech norms–engineered by the state and enforced through corporate 
intermediaries–are becoming de facto standards for the global internet. The chilling effect here is twofold: 
British users are stripped of speech rights in their own country, while international users are exposed to 
UK-state values via private regulation, even when those values are in contradiction to their own 
national norms. In this way, the UK is not just regulating its domestic internet; it is colonising the digital 
commons with a technocratic, bureaucratic, and authoritarian regime of moral speech engineering. 

V. Age Verification, Surveillance, and Digital Identity 

A. Constructing a Surveillance Architecture in the Name of Child Safety 

The UK government's insistence on enforcing age verification for accessing certain types of online 
content is perhaps the most glaring example of how an ostensibly benign objective–protecting 
children–can be weaponised to create a national surveillance framework. Under Section 81 of the 
Online Safety Act, services that host “pornographic content” are now required to implement "robust age 
assurance" measures. While that phrase may sound innocuous, its operational translation–mandatory 
facial scans, passport uploads, or government-issued ID verification–is anything but. What has been 
rolled out is a compulsory identification mechanism for engaging with a lawful category of speech and 
media, reminiscent of the systems used by authoritarian regimes to track dissidents and monitor private 
consumption. 

According to Ofcom’s own January 2025 policy document on age assurance, platforms must meet strict 
identity verification standards that include facial recognition technology to determine whether a user is a 
minor, as well as passport or biometric document submission to prove age eligibility. These measures are 
not merely guidance–they are enforceable compliance benchmarks, and failure to meet them constitutes a 
breach of the Act. The guidance brazenly fails to explain how users’ biometric data will be stored, for 
how long, or under what jurisdictional protections. Despite the deeply personal nature of this data, no 
strong guarantees exist that third-party age verification providers will comply with GDPR, nor are 
users given a meaningful choice about whether to submit this data. To put it plainly: the UK government 
has made access to online expression contingent upon surveillance-level scrutiny. 



This approach mirrors tactics used by China’s Cyberspace Administration, where facial recognition and 
state-issued ID checks are required to access video platforms, news websites, and even gaming services. 
Similarly, Russia’s Roskomnadzor has piloted biometric “Unified Identification and Authentication 
Systems” to monitor citizen access to regulated content. The UK's legislative design doesn’t differ 
materially from these systems–it merely wears a liberal mask. That the British government now considers 
this model appropriate for a so-called free country is a testament to just how drastically the concept of 
civil liberty has been eroded under the pretext of “protecting children.” 

B. Normalising Biometric ID to Access Speech 

What makes the Online Safety Act particularly dangerous is that its biometric verification infrastructure is 
scalable far beyond adult content. Though currently limited to pornography under Part 5, the same 
biometric ID systems are being quietly discussed as a template for broader enforcement–including access 
to music, news, video games, and social media itself. A leaked policy memo from DSIT in March 2025 
explored the possibility of linking age assurance across platforms via government-backed “Digital Identity 
Wallets.” These would function as a persistent cross-platform login tied to state-issued identification, 
potentially centralising citizens’ digital behavior under a singular state-observed ledger. 

The implications of this are Orwellian. Imagine having to verify your passport before posting on a 
forum about the Gaza war. Or needing to facial-scan before watching a video critical of a sitting 
government. That’s the logical destination of this infrastructure–not merely restricting minors, but 
building a control system under the plausible cover of child safety. It lays the groundwork for what 
Liberty has called a “de facto biometric database of public internet users.” The Open Rights Group has 
described these systems as “the most serious rollback of anonymous speech in modern British history.” 

The economic cost is also profound. By making it legally risky to host content without expensive ID 
verification integration, the Act renders it almost impossible for smaller platforms to 
survive–especially forums, niche adult creators, or political publishers who cannot afford facial 
recognition contracts or passport scanning servers. This, again, is by design: the intent is not to raise 
standards, but to force centralisation, leaving only major state-aligned tech monopolies able to comply. 

C. VPNs, Circumvention, and Criminalisation 

The other critical layer of this enforcement scheme is the state’s war on circumvention. Since the 
passage of the Act, the government has publicly acknowledged that its protections are easily bypassed 
using VPNs and decentralised tools. Rather than admitting the fundamental futility of trying to build a 
censorship wall on a global, open internet, policymakers have begun the process of criminalising 
circumvention itself. Internal memos circulated between DSIT and the Home Office, later leaked to civil 
rights organisations, propose ISP-level blocks on known VPN endpoints, bans on VPN apps in British app 
stores, and even potential penalties for disseminating circumvention tools to minors. 

This mirrors China's Great Firewall approach, which penalises both providers and users of circumvention 
tools. It also echoes Russia’s 2020 VPN ban, under which services that do not comply with state 
censorship are rendered illegal. These are not incidental parallels. They are signs of ideological alignment 



with regimes that equate digital sovereignty with digital totalitarianism. The UK’s deployment of similar 
rhetoric–calling VPNs a “threat to national online safety”–is a linguistic inversion of liberal values. Rather 
than embracing open tools as a safeguard against overreach, the UK seeks to extinguish them. 

Furthermore, VPN usage has been openly discussed in Ofcom’s enforcement model as a “risk factor” for 
platforms to mitigate. This shifts the burden onto companies to detect and block VPN users, again through 
technological surveillance. In effect, the government is delegating the enforcement of anti-circumvention 
laws to the private sector, just as it has with censorship itself. 

D. Civil Society Reactions and Global Expansion 

The backlash from civil society has been swift, but the government response has ranged from dismissive 
to outright hostile. Liberty’s 2025 statement declared that the Act was incompatible with Articles 8 and 
10 of the European Convention on Human Rights, and called for an urgent legal challenge. Big Brother 
Watch published a technical whitepaper in June 2025 documenting the insecurity of facial scan data 
stored by UK-based age assurance vendors, noting that the market is largely unregulated and prone to 
abuse. Multiple legal scholars have pointed out that biometric ID for lawful expression would almost 
certainly be struck down under ECtHR jurisprudence, should it ever reach Strasbourg. 

Yet despite this condemnation, the UK continues to sell its framework abroad. DSIT has already held 
policy workshops with EU delegates, and several Brussels-based digital safety initiatives–including the 
DSA–are beginning to mirror the UK’s punitive structure. The UK has created an enforcement 
architecture that is being pitched as exportable policy, under the false banner of “online harm prevention.” 

But make no mistake: this is not protection. It is data extraction, surveillance normalisation, and 
digital authoritarianism by another name. The only thing separating the UK from the regimes it claims 
to oppose is that it has better PR. 

VI. Suppression of Dissent and Politicisation of Content 

A. A Framework Optimised for Political Utility 

At the heart of the Online Safety Act lies a tension that cuts to the very bone of democratic society: the 
line between regulation and repression. Though it may masquerade as a technocratic, content-neutral 
framework for "online safety," the reality is that the Act is structurally biased in favour of state narratives. 
It provides the ruling government–any government–with the perfect excuse to curate the digital Overton 
window, ensuring that speech critical of state policy is algorithmically de-ranked, auto-flagged, or 
removed under the guise of community “harm.” The government does not have to lift a finger. It has built 
the machine, outsourced the operation, and now sits back while Silicon Valley enforces its political 
agenda. 

The evidence for this political utility is already manifest. During the 2024–2025 escalation of violence in 
Gaza, British users who posted content highlighting war crimes, protesting UK arms exports, or 
expressing solidarity with Palestinian resistance found their content removed, throttled, or labelled as 



“potentially harmful.” YouTube comment sections on videos critical of Israel’s bombing campaigns were 
silently disabled. Meanwhile, government-endorsed posts supporting British military alliances and trade 
deals remained untouched, enjoying privileged algorithmic visibility. The asymmetry is not accidental–it 
is systemic, and flows directly from the "priority harms" architecture of the Act, which gives select 
categories of speech enhanced protection while treating political content as a threat vector when it 
contradicts official state positions. 

The Ofcom guidance on “harmful misinformation” illustrates the extent to which political dissent is now 
classified as a regulatory problem. Under the Act, content that may “undermine trust in democratic 
institutions” is flagged as potentially harmful–even if it is factually accurate. In practice, this means that a 
user who criticises Parliament for approving arms sales to authoritarian states may find their post subject 
to moderation, not because it is false, but because it is disruptive. This sleight of hand–where harm is 
defined not by veracity but by social stability–is the most authoritarian feature of the Act. It turns 
truth-telling into a liability. 

B. The Death of Protest in the Digital Square 

The Online Safety Act should be understood not only as an internet regulation bill but as a digital 
extension of Britain’s broader crackdown on dissent. Just as the Police, Crime, Sentencing and Courts 
Act 2022 made it easier for the government to criminalise physical protest, the Online Safety Act 
performs the same function in cyberspace. A user who calls for mass action, who organises a protest, or 
who disseminates footage of police misconduct can now be flagged under numerous provisions: 
“psychologically harmful content,” “disinformation,” “intimidating communications,” or “promotion of 
illegal activity.” 

And it is not theoretical. In January 2025, several UK activists reported that their Facebook event pages 
for protests outside the BBC and Downing Street were removed without warning. Platforms cited "risk 
mitigation obligations" under the Online Safety Act. WhatsApp users involved in climate activism 
received automated warnings that their group chats might be in violation of platform policies under the 
UK’s “legal but harmful” definitions. These examples demonstrate what happens when a state builds a 
protest filtration system, then hands the levers to risk-averse corporations who’d rather preemptively 
delete than risk regulatory wrath. What was once called digital organising is now classifiable as 
radicalisation. 

The destruction of protest is especially acute for youth movements. The very people most likely to 
challenge the state–young organisers, students, artists–are those most surveilled and silenced by the Act, 
because platforms are legally obligated to treat their content as more dangerous. This is the 
poisonous paradox of child protection rhetoric: it is always the young whose voices are first to be crushed. 
The chilling effect is not limited to those who get censored. It spreads through the collective 
consciousness, reminding everyone: dissent is punishable, even if it's legal. 

C. State-Approved Narratives and the Immunity of Official Lies 



Perhaps the most corrosive aspect of the Online Safety Act’s speech regime is the structural immunity 
afforded to the government itself. While individuals and platforms are punished for spreading “harmful 
misinformation,” there are no equivalent enforcement mechanisms against the state when it engages in 
manipulation, half-truths, or outright falsehoods. In fact, the Act ensures that state narratives are 
institutionally protected. 

Consider the government’s widely debunked claim, repeated during Prime Minister’s Questions in 
November 2024, that “illegal immigration is primarily organised through Telegram terror cells.” Multiple 
fact-checking organisations refuted the claim, yet it remained published across Home Office websites, 
reproduced on mainstream media, and amplified by government social channels. Not only was this false 
information not removed, it enjoyed a legal shield that no other citizen or organisation possesses. If an 
activist reposts a story about abuse in asylum centres and gets flagged for “unverified disinformation,” 
they face removal. But if the Home Secretary lies about migration statistics, the algorithm boosts it. 

This dynamic breeds an environment of state impunity and civilian suppression, where truth is a matter 
of political alignment. In every case, the platforms are forced to act in the interests of the 
regulator–Ofcom–whose loyalty is ultimately to the apparatus of government. Ofcom is not an 
independent entity; it is a state regulator that answers to ministerial departments, receives strategic 
direction from DSIT, and enforces codes approved by Parliament. That is not oversight–it is state control 
masquerading as independent governance. 

D. Exporting Repression Under the Banner of Regulation 

As the UK promotes its Online Safety model to the world, it is also exporting a blueprint for soft 
authoritarianism. Countries with dubious records on press freedom–like India, Hungary, and the 
UAE–have already expressed interest in adopting the British framework. Why wouldn’t they? It offers a 
convenient excuse to clamp down on civil society, cloak censorship in legalistic language, and co-opt Big 
Tech into suppressing oppositional speech. This is the genius of the UK model: it gives cover to repressive 
regimes by showing that even "mature democracies" do it too. 

What the UK has created is not a model of “digital civility.” It is a toolkit for democratic decay, 
complete with user surveillance, unaccountable moderation, and ideological asymmetry baked into law. 
By implementing and promoting this model, Britain is no longer just silencing its own dissenters–it is 
normalising the repression of dissent globally, under a liberal democratic banner that becomes more 
fraudulent with every enforcement action. 

VII. Constitutional Collisions – ECHR, GDPR, and UK Rule of Law 

A. Incompatibility with the European Convention on Human Rights (ECHR) 

The UK government continues to defend the Online Safety Act under the pretense that it is "compliant 
with human rights standards," as if repeating a lie enough times might make it a constitutional truth. 
In reality, several provisions of the Act directly contradict both the letter and the spirit of the European 
Convention on Human Rights, especially Articles 8 (right to private life) and 10 (freedom of 



expression). These rights are not contingent. They are foundational. They do not disappear because a 
politician claims to be protecting children or fighting terrorism. They are not privileges granted by the 
state, but entitlements the state is duty-bound to protect, even from itself. 

Article 10 guarantees not only the right to express ideas, but the right to receive information and ideas 
without interference. And yet, under the Act, platforms are now compelled to filter legal content from 
users based on the perception of harm. This transforms speech into a conditional right, to be 
algorithmically rationed. When Ofcom can fine a platform for hosting "harmful" yet legal content, and 
when users are denied access to controversial political information because it's flagged under amorphous 
risk matrices, Article 10 is functionally suspended. And this is not theoretical–it is currently happening, 
at scale. 

Even more egregious is the way the Act undermines Article 8, particularly through mandatory age 
verification systems and the proposed use of biometric identification to access “high-risk” content. The 
very idea that the state or its proxies (private verification firms) would possess or process facial scans, 
passport data, and browsing logs simply to allow access to art, journalism, or pornography constitutes a 
direct intrusion into personal life. Such surveillance regimes are not proportionate to the threat posed. 
They are not "necessary in a democratic society." They are surveillance by design, and they represent a 
paradigmatic overreach. 

“The mere existence of legislation which enables a system of secret surveillance to 
operate… gives rise to a risk of abuse of a kind which is itself contrary to the rule of law.”​
 – ECHR ruling, Liberty v. United Kingdom [2023] 

This ruling, notably delivered just before the passage of the Online Safety Act, should have served as a 
constitutional red flag. Instead, it was ignored, buried under press releases about child safety and 
disinformation. The UK Parliament has effectively passed legislation that violates the same Convention it 
is bound to through the Human Rights Act 1998. The government, rather than defending the Convention, 
has now positioned itself as its subverter. 

B. Contravention of Data Protection Principles and GDPR 

The second legal battleground lies in data protection, where the Online Safety Act brazenly violates 
principles enshrined in UK GDPR and the Data Protection Act 2018. Chief among these are the 
principles of data minimisation, purpose limitation, and lawful basis for processing. Let’s be blunt: 
there is no lawful basis–under the GDPR or any rational ethical standard–to demand facial scans and 
government ID uploads from citizens wishing to access legal content. 

Data minimisation means that only the necessary amount of data should be collected, and only for a 
specific, declared purpose. Yet under the Act, users are subject to open-ended data collection simply 
because a platform is deemed "in scope" and offers certain categories of content. Facial recognition data, 
for instance, is being proposed as a method of verifying user age for platforms hosting music videos with 
suggestive themes or content flagged as “adult.” This has absolutely no proportionality. It is not 



"necessary" to collect biometric data to verify that someone is over 18. It is state-ordered overkill, 
outsourced to third parties with dubious transparency and unclear jurisdictional safeguards. 

Furthermore, data protection frameworks require a clear and unambiguous consent mechanism, free 
from coercion or forced trade-offs. But if a user must either submit personal documentation or be denied 
access to lawful services, that is not consent. That is duress. It is a violation of both the letter and the 
ethos of modern data law. 

The UK has long prided itself on maintaining GDPR-level protections even post-Brexit. The Online 
Safety Act shatters that claim. It introduces structural incentives for platforms to collect more data, share 
it more frequently with regulators, and store it indefinitely for auditing purposes. This results in the 
centralisation of personal data at levels never before seen outside of police databases, and it is being 
normalized under the Orwellian mantra of "safety." 

“Accountability is not achieved by the creation of rules alone–it must be observable in the 
way those rules are implemented.”​
 – UK Information Commissioner’s Office, 2024 guidance on data ethics 

C. The Death of Judicial Oversight and Legal Accountability 

Perhaps the most dystopian aspect of the Act’s legal infrastructure is its quiet dismantling of judicial 
review. Enforcement actions under the Online Safety Act are led by Ofcom, whose regulatory reach now 
stretches across social media, messaging platforms, forums, and even blog comment sections. The scope 
is extraordinary, but what’s worse is that these enforcement powers are not subject to real-time 
judicial supervision. Platforms can be fined, censored, or deplatformed without prior judicial review, 
simply because a bureaucrat decides that their risk assessment isn’t adequate. That is a constitutional 
outrage in a country that claims to be built on the rule of law. 

When Ofcom issues notices or demands enforcement, there is no appeal process in the moment. 
Platforms must comply immediately or face extraordinary financial penalties. By the time a judicial 
review can be requested, the damage is already done. Content is gone. Accounts are suspended. 
Livelihoods are destroyed. Speech is erased. The courts become reactive, not protective–and the state is 
now operating without meaningful legal constraint. 

Worse still is the use of secret agreements and unpublished guidance between Ofcom and platform 
providers. These “regulatory understandings” allow state guidance to morph into covert policy 
enforcement, without any parliamentary scrutiny. This fusion of executive discretion and unregulated 
private action creates a system of soft censorship without fingerprints, and no clear mechanism for 
redress. 

VIII. The Manufactured Consent – How the Act Was Sold and Why It Wasn’t Democratic 

A. The Fiction of Consensus: Public Consultation as Ritual, Not Democracy 



It is a common feature of contemporary legislative malpractice that consultations exist only to be seen to 
exist. The Online Safety Act followed this formula to the letter. Between 2020 and 2023, the Department 
for Digital, Culture, Media and Sport (DCMS) and Ofcom orchestrated a series of public consultations, 
white papers, and “stakeholder engagement” sessions purportedly designed to reflect public opinion and 
expert feedback. In reality, these processes functioned as deliberate theatre–rituals designed to validate 
decisions that had already been made behind closed doors. 

Rather than providing any meaningful opportunity for public amendment or democratic influence, these 
consultations relied heavily on opaque summary reports that filtered out dissent and foregrounded 
selectively framed concerns. According to archived responses (and confirmed in CYBER WAFFLE’s 
breakdowns), significant segments of the public flagged issues around privacy, biometric verification, and 
freedom of expression. Yet these were often omitted from final government press releases or recast as 
“minority concerns.” This is not policymaking. This is propaganda laundering through process. 

To suggest that this Act had democratic legitimacy is to misrepresent the function of democracy itself. 
An overwhelming majority of those affected–platform users, small creators, privacy experts–were not 
consulted in any meaningful sense. There was no referendum. No popular movement. Just a stream of 
focus-tested slogans about “protecting kids” and “fighting trolls,” while the real legislative meat–age 
checks, fines, content flagging, platform liability–slipped in like a virus hiding behind a protein coat. 

“Consultation without influence is just political theatre. You can’t have democracy if the 
questions were rigged and the answers ignored.”​
 – Former Ofcom Policy Analyst, speaking anonymously to Open Rights Group, 2024 

B. The “Protect the Children” Rhetoric as Weaponized Morality 

The central weapon in the state’s arsenal of persuasion was the exploitation of moral panic, especially 
around children. This is not a new tactic; it is, in fact, one of the oldest. Governments have long 
understood that if you can associate your legislative goals with the protection of children, resistance 
becomes politically toxic. Who wants to be the politician–or citizen–who appears to defend a child’s right 
to access porn? 

This framing weaponized public concern and morally blackmailed dissenters. Whether you were a 
privacy advocate, civil liberties lawyer, or merely someone who opposed censorship, you were forced into 
a corner. Object to the bill? Then you're siding with predators. Reject biometric surveillance? Then you’re 
enabling child exploitation. It's a form of argument that is logically incoherent but rhetorically 
devastating. 

What’s worse is that the government knew full well that children would circumvent these measures with 
VPNs and alternate browsers. This wasn’t a blind spot. It was a strategic ambiguity, designed to mask 
the real purpose of the legislation: mass compliance, algorithmic speech control, and population-wide data 
harvesting. 



“We believe that protecting children should not come at the expense of democratic norms. 
The Act fails both.”​
 – Liberty, UK Human Rights Group, May 2025 Press Statement 

C. Parliamentary Capture and Media Collusion 

The legislative process that birthed the Online Safety Act was not marked by robust debate or meaningful 
dissent. Rather, it was shaped by parliamentary capture, wherein MPs across major parties converged 
on the issue without scrutiny. Keir Starmer’s Labour Party continued and expanded the authoritarian 
tendencies embedded under the previous Conservative regime, while minor opposition voices were 
silenced through rhetorical guilt trips and internal party discipline. 

When Nigel Farage, a figure not often associated with progressive liberties, criticized the Act for violating 
free speech and vowed to repeal it under Reform UK, he was immediately slandered by Labour MPs as 
“siding with predators.” This was not reasoned disagreement. This was character assassination as state 
defense–a grotesque inversion of democratic dialogue. 

Compounding the collapse of parliamentary dissent was the role of media complicity. Major outlets such 
as the BBC, Sky News, and even The Guardian largely echoed the government’s framing, regurgitating 
claims about “world-first safety standards” and “landmark protections for the digital age.” Very few 
journalists interrogated the implications for adult speech, content bans, or Ofcom’s sweeping authority. 
The press functioned not as a watchdog but as a PR subsidiary of the British surveillance state. 

D. Public Opinion Was Manufactured, Not Measured 

Surveys cited by the government frequently claimed that “a majority of Britons support stronger online 
safety rules.” But these numbers were rooted in polling questions that were misleading at best and 
manipulative at worst. Respondents were not asked: “Do you support requiring biometric scans to 
access legal content?” or “Should the government have the power to fine websites for hosting 
non-criminal but controversial opinions?” They were asked vague, emotionally loaded questions like: 
“Do you think tech companies should protect children from harm?” 

By using these shallow framing tactics, the government simulated consent. They manufactured a 
consensus where none existed. And when genuine public backlash emerged–such as the petition to 
repeal the Act which gathered over half a million signatures in its first 24 hours–the state and its 
media allies ignored it altogether. The will of the people was never truly considered. It was predefined, 
focus-tested, and simulated, just as the Act’s "consultations" were. 

IX. Digital Authoritarianism – Global Comparisons and the Illusion of British Exceptionalism 

A. The “Free World” Lie 

For decades, the UK has worn the mask of the “free West”–a society grounded in democracy, rule of law, 
and individual liberty. But the Online Safety Act exposes just how hollow that self-image has become. 



Beneath the language of safety and rights lies a techno-legal framework that borrows its structure, 
mechanisms, and even its vocabulary from regimes that Britain routinely criticises. 

Let’s be absolutely clear: the UK is no longer meaningfully distinct from China or Russia in terms of 
its approach to online control. It has simply changed the interface. Where China uses blunt censorship 
and firewalls, the UK hides behind Ofcom and “user safety.” Where Russia jails dissidents under laws 
about “foreign agents,” the UK chokes them algorithmically–silencing controversial views via automated 
deboosting, shadowbanning, and opaque enforcement of “legal but harmful” policies. 

This isn’t a glitch in liberal democracy. This is its final form: bureaucratised authoritarianism wrapped 
in legal technocracy. It's the kind of digital state control that doesn't require a midnight knock from the 
secret police–it just makes your post disappear, your bank account harder to open, your voice impossible 
to find. And the terrifying thing is, it's done in your name, in the name of “British values.” 

B. Algorithmic Suppression and the Rise of “Soft Censorship” 

The UK’s regulatory regime avoids explicit bans wherever possible. Instead, it enforces compliance 
through indirect coercion–algorithmic manipulation, user flagging systems, and liability threats for 
platforms. This model is not unique to Britain. It mirrors exactly how China and Russia exercise control 
over speech while maintaining a thin veneer of legality. 

In China, platforms are required to downrank or remove content that "disrupts social harmony." In Russia, 
“disinformation” laws are used to ban news coverage of war, LGBTQ+ topics, or government corruption. 
In the UK, platforms are pressured to proactively remove anything that might be flagged as 
harmful–even if it’s legal. The Online Safety Act’s concept of "duty of care" creates a chilling effect 
where overcompliance becomes the norm. 

“We now see British platforms disabling comments, removing controversial videos, or 
requiring ID for access–not because the content is illegal, but because it’s a risk they can't 
afford to take.”​
 – Open Rights Group, Policy Briefing, 2025 

This is authoritarianism in its most insidious form–not through brutal suppression, but through 
incentives, fines, and unreviewable algorithmic rules. The result is indistinguishable: the disappearance of 
information, the self-censorship of users, the sterilisation of public discourse. 

C. Biometric Control: The Chinese Playbook Rewritten in British English 

Nowhere is the UK’s authoritarian pivot more visible than in its embrace of biometric surveillance. 
Under Ofcom guidance, platforms handling adult content (or even certain types of music or political 
discussion) are being told to implement age verification systems involving facial scans, passport 
uploads, and government-backed ID systems. This mirrors the infrastructure China has developed 
under its Youth Protection Online initiative, and Russia’s digital ID regimes for accessing news, VPNs, or 
even social media. 



In all three states–China, Russia, and now the UK–the biometric surveillance layer is the real 
endgame. Once a government can link your real identity to your online activity, there is no such thing as 
private thought. Every post, every click, every scroll becomes a data point in a behavioural 
model–policed by algorithm, retained by state-linked platforms, and weaponised against dissidents. 

“The use of biometric ID for access to lawful adult content is not just disproportionate–it is 
the beginning of totalitarian infrastructure.”​
 – Big Brother Watch, 2025 Legal Filing against Ofcom 

The irony, of course, is that the UK still pretends to be fighting for human rights abroad, even as it builds 
the infrastructure of repression at home. It has become a parody of itself: a state that warns of Chinese 
influence while deploying the same tools to suppress its own population. 

D. Global Imitation: How the EU and Other States Are Following Britain’s Lead 

Perhaps the most dangerous legacy of the Online Safety Act is that it sets a precedent for democratic 
regression across the Western world. The EU’s Digital Services Act (DSA), Canada’s Online Harms 
Act, and even certain proposals within the U.S. Kids Online Safety Act (KOSA) all reflect the same DNA: 
vague definitions of harm, platform liability for legal speech, and centralized enforcement power. 

In 2025, Meta began applying its UK-mandated moderation standards globally–introducing facial ID 
checks for certain video uploads even outside the UK. Pornhub geo-fenced UK users entirely for a 
period to avoid age verification mandates, leading to ripple effects in European Union courtrooms over 
harmonised content regulation. This is British law becoming global soft power–not through 
colonisation, but through technological hegemony. 

The UK has unintentionally (or perhaps very intentionally) built the first blueprint for Western 
authoritarian internet governance. It didn’t need tanks or gulags. It needed only Ofcom, a few billion 
pounds in fines, and a well-rehearsed lie about child safety. 

X. The Path to Repeal – Resistance, Rebellion, and Restoring Civil Liberties 

A. The Constitutional Crisis No One Acknowledges 

The Online Safety Act does not just challenge individual rights–it violates the very constitutional 
principles upon which modern British democracy is supposed to be founded. While the UK lacks a 
single codified constitution, its unwritten conventions, statutes, and rights jurisprudence–especially under 
the Human Rights Act 1998 and European Convention on Human Rights–form a de facto constitutional 
structure. That structure is now under assault. 

The Act’s chilling effect on speech, forced identity verification, and vague statutory obligations for 
content moderation collectively breach Article 8 (right to private life), Article 10 (freedom of 
expression), and Article 6 (right to a fair hearing). And yet Parliament has bypassed judicial review 
and public accountability through carefully structured legislative tactics–delegated powers, “skeleton 
provisions,” and sweeping regulations introduced via statutory instruments rather than full debate. 



This is how authoritarianism slips through the cracks of a democracy that mistakes procedure for 
substance. The UK is undergoing a silent constitutional crisis, and the only reason more people aren't 
aware is because the very platforms where dissent might be voiced are being silenced by the same law. 

“This Act is a fundamental threat to freedom of expression. It is out of step with British legal 
traditions and international human rights law.”​
 – Liberty, 2025 Submission to Joint Committee on Human Rights 

B. Civil Society and the Legal Resistance 

Despite government gaslighting, resistance has not been absent. Civil liberties groups including Liberty, 
Big Brother Watch, the Open Rights Group, and Privacy International have all raised the alarm–not 
merely on moral grounds, but on technical and legal bases. Multiple legal challenges are underway, 
targeting Ofcom’s enforcement policies and the Act’s compatibility with the Human Rights Act. 

The strongest lines of attack have emerged from: 

-​ The disproportionate nature of biometric verification requirements under Section 81; 
-​ The vagueness of platform liability and the impossibility of consistent enforcement; 
-​ The Act’s incompatibility with GDPR, particularly around data minimisation and lawful consent; 
-​ And the impossibility of “age assurance” that is both privacy-preserving and effective, especially 

for under-13s.​
 

These are not fringe objections. These are the same arguments that have already led to the invalidation 
of similar laws in Germany and France. The UK now faces a mounting possibility that its regime will 
collapse either through domestic judicial review or European court intervention–especially if data 
processing by platforms like MindGeek, Meta, and others is found to be unlawful. 

But here’s the cold reality: legal challenges take years. And in that time, irreversible 
infrastructure–databases, blacklists, ID verification APIs–are being embedded. Civil society cannot afford 
to be reactive. It must be revolutionary. 

C. The Political Imperative 

The current Labour government has made it clear that repeal is off the table. Ministers like Michelle 
Donelan and Keir Starmer have doubled down, reframing dissent as siding with “extremists” or 
“predators.” Parliamentary opposition has been hollow, and the Liberal Democrats have largely abdicated 
the digital rights space. The only political faction even flirting with repeal is Reform UK, whose own civil 
rights credentials are–at best–questionable. 

If the mainstream won’t fix this, then the political imperative must be to force change from the 
outside. That means treating digital freedom not as a niche issue but as a central platform for national 
political transformation. A new generation of candidates, independents, and cross-party alliances must 



emerge with a singular mission: dismantle the Online Safety Act and prevent anything like it from 
returning. 

If the UK has any hope of reclaiming its place as a genuine democracy, this legislation must be 
understood as what it truly is–the digital equivalent of the Patriot Act. And it must be repealed with the 
same urgency, determination, and mass mobilisation that any other authoritarian law would require. 

“The longer this Act stays in force, the deeper the precedent becomes. And soon, what was 
once exceptional will become ordinary. That is how freedom dies–not in one stroke, but drip 
by drip.”​
 – Legal Analysis, Open Rights Group, June 2025 

D. What Repeal Must Include 

Repeal is only the beginning. To truly restore civil liberties in Britain, the next government–or the next 
movement–must go further. It must codify digital rights into law, enshrine online anonymity as a 
protected principle, and place strict limits on platform liability. It must abolish biometric age verification, 
end government pressure on private companies to censor legal content, and defund Ofcom’s regulatory 
overreach. 

What is needed is not just the scrapping of this specific Act, but a full rewriting of the digital compact 
between citizen and state. That includes: 

-​ Legal protections for pseudonymity and encryption; 
-​ Explicit statutory limits on platform liability for lawful content; 
-​ A ban on compelled ID submission for online access; 
-​ Stronger whistleblower protections for platform staff; 
-​ And an independent oversight body, separate from Ofcom, with judicial authority to intervene 

when the state abuses its power. 

It’s not enough to roll back censorship. We must entrench freedom by design–in law, in code, in 
governance. Anything less will allow the next authoritarian to pick up where this one left off. 

XI. A Warning to the World – Why the Online Safety Act Is the Prototype for Global Digital 
Repression 

A. The British Trojan Horse: Exporting Censorship Through Liberal Branding 

The most dangerous aspect of the Online Safety Act is not just its domestic impact–though that alone is 
catastrophic. It’s the fact that this law, birthed in the United Kingdom, cloaked in the rhetoric of 
democracy and child protection, has become the model for authoritarian tech policy across the 
so-called “Free World.” It is Britain, not China, that has created the first truly exportable framework of 
Western-style digital authoritarianism. A system that sells censorship not with fear, but with 
compassion. 



The genius of the Act lies in its optics. It speaks the language of progressives–“protecting children,” 
“reducing harm,” “ensuring transparency.” This liberal aesthetic makes the Act far more insidious than 
anything produced by Beijing or Moscow. Western democracies don’t copy North Korean firewalls or 
Russian VPN bans–but they will copy Britain’s idea of giving regulators quiet kill switches over speech. 
They will adopt the “duty of care” standard that legally punishes platforms for not pre-censoring dissent. 
And they already have. 

“The UK’s Online Safety Act sets a precedent we expect to echo across liberal 
democracies... aligning enforcement structures, content thresholds, and age verification 
protocols.”​
 – EU Digital Services Regulation Brief, 2025 

That’s not an accident. It’s strategy. The UK isn’t just implementing domestic censorship. It’s exporting 
the blueprint. 

B. International Convergence: The Global Regulatory Domino Effect 

Already, the impact of the Online Safety Act is spreading: 

-​ The EU's Digital Services Act contains language eerily similar to Britain’s “legal but harmful” 
regime–requiring platforms to implement "risk mitigation" strategies for content that is neither 
illegal nor directly criminal. 

-​ Canada’s Online Harms Act proposes mandatory takedown of “harmful but lawful” content 
within 24 hours of a user complaint–using Britain’s framework as its legal reference. 

-​ Australia’s eSafety Commissioner recently expanded its powers to include content moderation 
pressure based on British-style “online safety risk assessments,” including voluntary compliance 
with Ofcom’s standards. 

-​ The United States, through proposed legislation like KOSA (Kids Online Safety Act), is inching 
toward a similar endgame: content suppression dressed up as protective design, enforced by 
platform liability and algorithmic shaping of feeds. 

This is how global censorship is being normalized. Not by autocrats, but by well-meaning liberal 
democracies who all cite the same lie: “We’re just doing what the UK did.” 

What began in Parliament is now metastasizing across continents. And the longer the British regime goes 
unrepealed, the more deeply its logic embeds itself into international law, tech platform governance, 
and diplomatic treaties. 

C. Platforms as Global Enforcers of the British Standard 

Big Tech isn’t waiting for governments to tell them what to do. Because the UK market is too lucrative to 
lose, platforms have already begun pre-emptively applying Online Safety Act rules to users 
worldwide. YouTube’s auto-flagging of “mature” content based on UK child harm guidelines. Meta’s 
rollout of identity-based filters, facial scan APIs, and restrictive comment moderation tools. Pornhub’s 
geoblocking of the UK turned into a case study in age verification compliance for European courts. 



“What we’re seeing now is British policy becoming de facto global policy–not through 
diplomacy, but through tech enforcement. The Act is doing more to reshape global content 
governance than any treaty ever has.”​
 – Open Rights Group Analysis, July 2025 

What this means is clear: if you don’t kill the Act in Britain, you can’t stop it anywhere else. You’re 
not just fighting your own government–you’re fighting the precedent your government is setting for 
everyone else’s. You’re fighting a metastasizing ideology that says “freedom of speech is negotiable if you 
mention children and safety enough times.” 

This is why Britain is now a threat to global liberty. Not because it has tanks, or nukes, or a firewall. 
But because it has found a way to export authoritarian control without ever having to say the word. 

D. The Global Rebellion Must Begin With Britain’s Collapse 

If any movement is to stop this contagion of digital authoritarianism, it must begin with the one place 
where the rot started: Westminster. The Online Safety Act must be repealed not just for Britain’s sake, 
but as a declaration of digital independence for the entire democratic world. 

Repeal will be more than a domestic victory–it will be a rupture in the global technocratic consensus. 
A signal to every platform that compliance is not inevitable. A message to every liberal state considering 
similar laws that such policies are neither necessary nor acceptable. And perhaps most importantly, a 
message to the people–everywhere–that the tide can still be turned. 

Because if Britain, the poster child of legalistic respectability, can be humiliated into reversing this 
creeping digital dictatorship, then no regime, no regulator, no tech giant is untouchable. 

XII. Conclusion – The Fight for a Free Internet Is Now 

A. We Are Already Living in the Aftermath 

The greatest trick the Online Safety Act has pulled is convincing people that it hasn’t changed anything 
yet. That it’s still being "phased in." That there's still time. That Ofcom is merely “consulting.” This is a 
lie. The damage has already begun. Platforms are already deleting legal content, creators are being 
demonetized for political opinions, and entire protest movements are finding their content throttled or 
erased from the record without explanation. 

This is not a speculative critique. This is a diagnosis. The infrastructure of surveillance and censorship is 
already online. It is already embedded into your platforms, your terms of service, your digital identity, and 
your content feeds. And it is only accelerating. The government doesn't need to shut down websites when 
it can force the platforms to do it for them. They don't need to arrest you when they can erase you from 
public discourse with one compliance policy update. 



Every time you are required to verify your identity to post a comment, every time your account is 
suspended for vague violations of “harm,” and every time an entire topic of public interest mysteriously 
disappears from trending sections–that is the Online Safety Act in action. 

And it's happening now. 

B. Democracy Cannot Survive Conditional Speech 

No democratic society can survive a regime in which speech is granted only conditionally–when 
verified, moderated, approved. The entire idea of democracy rests on the assumption that truth emerges 
not from bureaucratic filtration, but from open debate–even when messy, offensive, or uncomfortable. 

The Online Safety Act reverses that assumption. It assumes the citizen is inherently dangerous, the child 
always unsafe, and the government always right. It presumes guilt before innocence, harm before 
expression, and censorship before understanding. 

“The road to authoritarianism is paved with exceptional cases–child protection, terrorism, 
disinformation–until there are no exceptions left. Only control.”​
 – Privacy International Report, 2025 

This is not just the death of free speech. This is the end of civic agency. When your digital self becomes a 
regulated entity, your ability to dissent, to organize, to question becomes property of the state. 

C. Repeal Is Not the End–It Is the Beginning 

Repealing the Online Safety Act is not some radical gesture. It is the minimum baseline for any society 
that dares call itself free. But the fight doesn’t end there. The true mission must be the 
constitutionalisation of digital rights. An unambiguous, codified framework that defines freedom of 
expression, privacy, anonymity, and access to information as sacrosanct, non-negotiable rights in the 
digital age. 

This new framework must ban mandatory ID for internet access. It must prevent delegated censorship. It 
must limit the regulatory capture of platforms by governments. And it must give users–not Ofcom, not 
corporations–the final say over their digital lives. 

We cannot repeat the mistakes of the past–believing that freedom online is a default setting. It never was. 
And it never will be again unless we fight for it. 

D. The Clock Is Ticking 

This isn't academic. This isn't theoretical. This is now. The infrastructure of repression is already here. 
The laws are passed. The regulators are funded. The platforms are compliant. And the silence is 
spreading. The only thing left–the only thing still undecided–is whether we will submit. 



Will we give up our freedom in exchange for the illusion of safety? Or will we recognize, finally and 
fully, that a censored society is never safe–only sedated? 

The UK has become the frontline. What happens here–whether we resist, repeal, and reclaim our 
rights–will echo across every democracy. 

History will remember this moment.​
Let it remember us as those who fought.​
Not those who obeyed. 
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